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— Understand it. Build it. Test it. -
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. WHAT THE BACKEND DOES

WHAT RUNS WHERE
e Frontend: the interface people see and use.

|| o Backend: receives requests, applies rules and
returns responses.
e Database: stores records between requests.

(@00

TTP st d te
i Browser gl nEe > D_Jango read s
I: Da{'abase
R S -
e HTTP response L da+a. (resul{-s)

o

A REAL EXAMPLE

' Zain clicks “Save note”.

. Browser sends the title and body.

l 2 Django checks login, ownership o.nd input.
3. Val d data is saved in the database.

4. Server returns a page redirect or JSON.

| DIJANGO’S MAIN PARTS

e Model = data structure and
database behavior.

[
! e View = Py thon code that
'I
|

handfes a reguest.
Template = HTML rendered

with data.
URLconf = routes pa’rhs to views. CRﬁSPonSE- j

i, -

OUR PROJECT

| e ZainSpire Notes: each account owns private notes.
e Learn to create, list, edit and delete your own notes.
e Django 5.2 exampfes; API pages also use Django REST framework .

 REMEMBER

e A hidden button is not access control.
e Backend checks must run on every Pro{-ed’ed request.
o Python basics are assumed; these pages focus on backend work.

_
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HTTP, JSON & API DESIGN

( REQUEST n =4
(method + path + headers + optional body? n
== = RESPONSE (== )
Client = (status + headers + optional bodg) API Server
G g
Example Request Example TJSON Response
| L GET /api/notes/7/ Ii> [ {"id": 7, “title”: "Learn Django"}
METHODS WITH A PURPOSE
Method & Path E Purpose ]
= GET /a.pi/no’ces/___‘ 5 lis{:_nq{'es. = =
| | POST /api/notes/ —> create a note.
GET /qei/notes/?/ - read one.
PUT /api/notes/7/ — update with a corf_ple{‘e representation.
PATCH /api/notes/7/ — update selected fields.
| DELETE /api/notes/7/ — delete one. 7

STATUS CODES

(e 200 OK ¢ successful read or update. =
e 201 Created : new record. ;
e 204 No Content : successful response with no boda.
e 400 Bad Request : invalid input.
e 401 Unauthorized : authentication required or invalid.
e 403 Forbidden . access refused; session auth can also use it for anonymous requests.
e 404 Not Found : unavailable resource.
e 500 : unexpected server failure.
= .

CLEAR CONTRACTS

e Use resource nouns and consistent paths. “
e JSON uses double quotes and true / false / null .
e Content-Type describes the request/response format.
e GET should not change application data.
= Return useful field errors, never secret debug details.
vy
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|
|

SO

i

e e

[04/20] CREATE YOUR DJANGO PROJECT

ONE PROJECT, ONE ENVIRONMENT

———— e == e e e e e e ———

Commands from a new project folder: % \
: Environment ll

[ python -m venv .venv ] : (.venv) |
|

Windows PowerShell: : J ) |
5 . | I

[ \.venv\Scripts\Activate.psil 7 : Bykhen Bianas :
macOS / Linux: | | (interpreter) (>=5.2,<5.3) | |

[ source .venv/bin/activate

Then: & Keep one project per
[ python -m pip install “Django>=5.2,<5.3" | environment.

[_python -m django --version ]
START THE PROJECT ([ Project Structure (after setup)_\
[ django-admin startproject config . T | myproject /
— .venv/
[ python manage.py startapp notes | — manage.py
= cont:
In config/settings.py, add “notes” to the existing o l%séttings.py
INSTALLED_APPS list. E urls. py
pr’chon manage.py migrate J =g m{gg}”%‘-PY
[py'l:'non manage.py runserver J E z‘i‘;‘jﬂzﬁﬁf
( templat
Open: | http://127.0.0.1:8000/ | L e .
' ﬁ g
PROJECT VS APP 1 FILE MAP )
i . ‘ _ manage.py —> project commands
o Project = configuration for the whole site. config /settings.py  —> configuration
o App = a focused feature, such as notes or config/urls.py —> main routes
e T notes/models.py  — data
i notes/views.py  —> request handlers
| notes/templates/ —» HTML
= =i J

-
GOOD HABITS
e Use a supported Python version compatible with Django 5.2.

e Commit code and migrations; ignore .venv and secrets.
e runserver is for local development.

o Keep installed patch releases up to date within your chosen series.
A =7
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05/20 — URLS, VIEWS & RESPONSES

[ WRITE A SMALL VIEW — notes/views. py
from django.http import HttpResponse

def home (request) :
return HttpResponse ("Salam, Zain!")

( WIRE THE APP — notes/urls.py

from django.urls import path
from . import views

urlpatterns = [
path("", views.home, name="home"),
| ]

J

( INCLUDE IT — config/urls.py
— Add this route to the existing urlpatterns:
path("", include("notes.urls")),

e Import include alongside path from django.urls.

[ REQUEST FLOW

Browser GET / — config.urls — notes.urls — home(request) — 200 text response.

\

GET/ [ config.urls notes. urls home (request
Browser (project) (app) (view)

H

200 OK
text/html
"“Salam, Zain!"

* request.method — "GET" or "POST"
e request.GET — query-string values

e request.user — current user, with
auth middleware

= gt

- USEFUL REQUEST VALVES — ) [ JSON OPTION

from django.http import JsonResponse

® request POST — submitted -Form Ffe_f_ds return JSOHRQSPOHS&({IInﬁme“: "Zain"})

—» This return belongs inside a view.

- IMPORTANT -
request.POST is not a JSON-body parser.

L

Name routes and use reverse()/redirect() instead of hardcoding paths.
A URL converter such as <int:pk> passes a Python integer to the view.
A matching route does not prove that the user owns its object.

ZainSpire * Django Notes
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|
1 06 /20 — DESIGN YOUR NOTE MODEL

[_ notes/models.py |

' from django.conf import settings
l from django.db import models

class Note (models.Model):

| owner = models. ForeignKey(

1 settings. AUTH_USER_MODEL,

| on_delete=models. CASCADE,
related_name="notes",

)

title = models.CharField (max_length=120)

body = models.TextField (blank=True)

created_at = models.DateTimeField (
auto_now_add=True,

I

)

| def _ str.  (self):
' return self.title

.

~ WHAT THE FIELDS MEAN ~ RELATIONSHIP

e id: primary key added automatically. User (one)

Note (many)

owner : regufred link to the account.

User

id: 1

title:

Note )

Django Basics

title : short text, maximum 120 characters.

id: 1

username: Zain

body : may be empty during validation.

o created_at: timestamp set when first saved.

id: 2

title:

Note T

Model Desi gn |

[ User (Zain) has two notes. |

Eil

1
Ik J |

t FA CASCADE means deleting the user also deletes their notes.

)

]

l
j [\/ blank controls validation; null controls database NULL storage.

~ CHOOSE DATA RULES EARLY

Use settings.AUTH_USER_MODEL for user relationships.
Use constraints for rules that the database must enforce.
Pick on_delete behavior deliberately.

Model save() does not automatically call full_clean().
Validate incoming input through forms or serializers.

(" & | @

!
|
|
|
|
|
|

| ZainSpire + Django Notes

|
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MIGRATIONS & DJANGO ADMIN

TURN MODELS INTO TABLES

python manage.py makemigrations notes

python manage.py migrate

python manage.py showmigrations

—> makemigrations records schema
changes.

—> migrate applies unapplied
migrations.

—> [x] means a migration is applied.

Model
(Python class)

class Note(models.Model) :
title = models.CharField(...)
owner = models.ForeignKey(...)

M —

R

Migration file =
(e.g. 0001_initial.py)

Database table |
(e.g. notes_note)

id title owner_id
1 | My Note 1

—

. e

1 Model change — migration file — database change. ]

REGISTER YOUR MODEL — Dgi:esﬁ_/a_o[_mi_n.ﬂ

[ from django.contrib import admin w
from .models import Note
@admin.register(Note)
class NoteAdmin(admin.ModelAdmin) :

List_display = (“title”, “owner”
search_fields = (“title”,)

CREATE AN ADMIN ACCOUNT

python manage.py createsuperuser
python manage.py runserver

—> Open /admin/ and sign in.

Use your own strong Grassword; never store it
e.

in notes or source co

( WHAT ADMIN IS FOR

Django administration

Site administration
Notes
Notes

+ Add Chanﬂe

— -
Django administration

r — =
| ssssscsse |
E

Username: {Z‘;ih

Password:

— e — -

T 4

o Trusted staff manage records.

o It is not your public customer
interface.

o Staff access and model
permissions matter.

e

ZaEnSpfr‘e . Django Notes

( MIGRATION HABITS i
o Commit migration files with the model
changes.
e Review generated migrations before production.
o Back up data before risky schema changes.
e Do not delete migraﬁon history to fix a
routine error.
o “No such table” often means migrations were not
= applied to the active database.
_J
07 /20



ORM: CREATE, READ, UPDATE, DELETE

.~ START A SHELL

python manage.py shell

from notes.models import Note

from django. contrib.auth import get_user_model
User = get_user_model()

zain = User, objects. get (username="Zain")

—> Assumption: this account o.Iready exists.,

CREATE 1

note = Note.objects.create(
owner=zain, title="Learn Django"

)

—> (Creates and saves a new Note row.

. READ

mine = Note.objects. filter (owner=zain)
mine = mine,order_by("“-created_at", "-id")
hote = mine,get(pk=note.pk)

—> filter() returns a QuerySet, possibly empty.

—> get() expects one object; it can raise
DoesNotExist or MultipleObjectsReturned.

ORM CRUD (Note)

DELETE

Database

"IN A WEB VIEW 1

get_object_or_404(Note, pk=pk,
owner=request. user)

—> This checks existence within the
current user’s records.

QUERY HABITS 2

—

note.title = "Practise Django™"
note. save(update_fields=["title"])

| = Updates only the title field in the database.
L

£ UPDATE —

DELETE

note.delete()

Delete only after the user confirms the
intended action.

o QuerySets are usually lazy until
evaluated.

e Chain filters before fetching
|ar'ge results.

e Use ORM parameters instead of
string-built SQL.

o Keep ownership filters on reads,
edits and deletes.

e Use transaction,atomic() when
related writes must succeed
together.

. ZainSpire e Django Notes
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PAGES WITH TEMPLATES
'~ PRIVATE LIST VIEW — notes/views.py —

from django.contrib.auth.decorators import login_required
from django.shortcuts import render
from .models import Note

@login_required
def note_list(request):
notes = Note.objects.filter(
owher=request.user
).order_by("-created_at", "-id")
return render(
request, "notes/list.html",
{"notes": notes},

)

ROUTE — notes/urls.py —

path("notes/", views.note_Llist, name="note-list"),
—> Add it to urlpatterns.

— TEMPLATE — notes/templates /notes/list.html

<h1>ZainSpire Notes</h1>
{% for note in notes %}
<h2>{{ note.title }}</h2>
<p>{{ note.body }}</p>
{% empty %}
<p>No notes yet.</p>
L{“.'f’.':. endfor %}

'~ HOW IT FITS =
— QuerySet — context dictionary — template — HTML response.

QuerySet Context Template HTML Response
(notes from DB) {"notes": notes} 2| notes /[list.html = (rendered page)

e Template variables use {{ ..
e Template logic uses {% .. %}
5,8 J
' — KEEP IT CLEAN —
e Put database and business logic in Python.
e Use a base template and blocks for shared layout.
e Django escapes template variables by default.

e Do not mark untrusted user text as safe.
e For large lists, paginate; this first example is deliberately small.

L
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10 /20 — FORMS &

(notes/forms. py|

SERVER-SIDE VALIDATION

from .models import Note

class Meta:
model

fields
def clean_title (self):

Note

if len(title) < 3:

)

return title

from django import forms
class NoteForm(forms.ModelForm) :
["title", "body"]

title = self.cleaned_data["title"].strip()

raise forms.ValidationError (
"Use at least 3 characters.”

-

[(WHY THIS MATTERS

e Browser validation improves
usability.

The server must validate every
i submission.

ModelForm reuses model field
rules.

Explicit fields prevent unwanted
input fields.

owner is assighed by the server,
not the visitor.

-V SN VRIS S T N———

) ( VALIDATION FLOW

oot

ity

Raw form data = is_valid() = cleaned_data or errors.

Yes s cleaned_data
(save/use)

No

Form data
(e.q., title)

[

errors
(e.g., ValidationError)

Valid title: “Learn Django"

Invalid title: "Hi" — Result: "Use at least 3

characters.”

)

 S—

{ RENDER ERRORS
o {{ form.as_p }} includes fields
and field errors.

o Keep the bound form on failure
so the user can correct it.

s

- ™

CHOOSE THE RIGHT VALIDATOR

clean_<field>() — one field.
clean() = rules involving multiple fields.

Database constraints = rules enforced for
every write path.

J

& J

EZEMEMBER -

Never save before
missing, modified or forged.

checking is_valid(). Browser input can bej

ZainSpire e Django Notes
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CREATE & EDIT NOTES SAFELY
- ONE VIEW FOR CREATE OR EDIT ~ FLOW (SAME VIEW) \
« Use a single view to handle both creating T =
+ o toti - Show torm
a ncw.no‘:z and edi iy an e6isHg note ‘ (6 e i__._) (riate ot 2t
. If pk is given = edit that note (after J
checku:\g ov;nershtp}. 2 s ik o
o If pk is not given — create a new note. (with data) 5| (set owner) -

o The same form (NoteForm) is used in both casey Redirect to list |
b | e A
- notes/views.py — imports: 2
[ from django.shortcuts import render, get_object_or_404, redirect )

from django.contrib.auth.decorators import login_required
from .models import Note
_ from .forms import NoteForm
[ @login_required )
def note_save(request, pk=None):
note = None
if pk is not None:
note = get_object_or_404(
Note, pk=pk, owner=request.user
form = NoteForm(
request.POST if request.method == "POST" else None,
instance=note,
)
if request.method == "POST" and form.is_valid():
note = form.save(commit=False)
note.owner = request.user
note.save()
return redirect("note-List")
return render(request, "notes/form.html”, {"form": form})
\ J)
ROUTES TO ADD ~
L[ path(“notes/new/", views.note_save, name="note-create"),
' path("notes/<int:pk>/edit/"”, views.note_save, name="note-edit"),

| - TEMPLATE — notes/templates/notes/ form.html

|| [ <form method="post">
i {% csrf_token %}

{{ form.as_p }}

<button type="submit">Save</button>
</form>

LS

Lln._.______,_,_.i

~ WHY THESE LINES MATTER

i’ ZainSpire e Django Notes

=
_! e instance=note updates an existing row.
o commit=False lets the server set owner before saving.
e POST — validate — save — redirect avoids resubmiﬁ'ing on refresh.
e GET displays the form; it does not save data.
=
1/20



12/ 20 — LOGIN, LOGOUT & SESSIONS

 USE DIJANGO’S BUILT-IN AUTH VIEWS
e In config/urls.py, add:

[ path ("accounts/", include("django.contrib.auth.ur-Is")),_

e In Conffg/settfngs.py :

| LOGIN_URL = "/accounts/login/"
LOGIN _REDIRECT_URL = "/notes/"
LOGOUT _REDIRECT_URL = "/accounts/login/"

£ )|

| LOGIN TEMPLATE
e Create notes/templates/registration/login.html:

[ <form method="post">
{% csrf_token %}
{{ form.as_p }}
<input type="hidden" name="next" value="{{ next }}">
<button type="submit">Log in</button>
| </form>

" POST TO LOG OUT

<form method="post" action="{% url 'logout' %}">
{% csrf_token %}

<button type="submit">Log out</button>

t </form>
r' & e i
SESSION FLOW ACCOUNTS & ACCESS
e Use create_user() or
UserCreationForm; never
authenticate() = assign raw passwords.
User Django aadien e Built-in auth URLs do not
oy | ———>
(credehtna.ls) (auth) = (sig:ii:::d) provfde a s:'gnup page.
e @login_required redirects
: J anonymous visitors to login.
Later requests (send cookie) o request.user.is_authenticated
checks login state.
—> Credentials - authenticate - session cookie. o Authentication = who you are.
—s Later requests send the cookie; Django resolves e Authorization = what you may do.
request.user. ‘ T
o Add login rate limiting in a real
—> Passwords are hashed, not stored as plain text. deployment,
o

ZainSpire « Django Notes 127720



3 /20 — OWNERSHIP & SAFE DELETE

| LOGIN IS ONLY THE FIRST CHECK CZains Notes)

e Zain must not read or change Ali’s z @ 5 | = Note A
private notes. Zain can manage = Note B -
e Never trust an owner ID supplied
by the browser. e ® [ Ali’s Notes |
e Scope database lookups to the [~ > | ¢ Private 1
signed-in user. i cannot access | o Private 2 |
' POST-ONLY DELETE — notes/views.py ( Uses the imports from pages 9 and @T

from django.views.decorators.http import require_POST

@login_required
@require_POST
def note_delete(request, pk):
note = get_object_or_404(
Note, pk=pk, owner=request.user

note.delete()

L return redirect(“note-list"”)
e —

" ROUTE To ADD J

path(“notes/<int:pk>/delete/”, views.note_delete, name="note-delete”),

DELETE BUTTON IN A NOTE LOOP

_n ] « W[ 1 1 " =
<For§ cm:;-?_cj;ilzeios;} action="{% url 'note-delete' note.pk %}"> [ Delotipote i Praject Plarn?
<p>Delete note: <strong>{{ note.title }}</strong>?</p> Are. you sure you want to
<p>Are you sure you want to delete this note?</p> delete this note?
<button type="submit”>Delete note</button> rDelefe rote J
</form> L

e
[ THREE DIFFERENT CHECKS | | EXPECTED RESULTS

| (@) Legged in? Use authentication. —> Owner + valid POST —> delete and redirect.

—> Other user’s note —> 404 in this design.

—> GET on delete endpoint — 405 Method Not Allowed.

(3) Owns this object? Filter by owner. | | _5 Missing CSRF token — rejected.
I ol i

@) Allowed action? Use permissions.

' E& A hidden button é;.nﬁ_ot—}ép—hxée an}} server-side check.

| ZainSpire o Django Notes = 13 /20




? 14 /20 — REST APIs & SERIALIZERS

'~ ADD DJANGO REST FRAMEWORK ;
| e python -m pip install “djangorestframework >=3.16,<3.17"
o Add "rest_framework” to INSTALLED_APPS.
—> rDjango serves pages; DRF adds tools for structured web APIS.]
J
'~ notes/serializers.py X
| from rest_framework import serializers
| from .models import Note
f class NoteSerializer(serializers.ModelSerializer):
! class Meta:
‘ model = Note
fields = ["id", "title", "body", “created_at"]
read_only_fields = ["id", "created_at"]
def validate_title (self, value):
:1 value = value.strip()
; if len(value) < 3:
j raise serializers.ValidationError(
; “"Use at least 3 characters.”
| )
__ return value
@ P J
-~ TWO DIRECTIONS .~ EXAMPLE REQUEST BODY —
1
.' {"title": "Learn Django", "body": ""}
_' —)Lseriaiizer.data}—) L L 2 j
| ~ INVALID INPUT .
| -> is_valid() | = "“ﬂifffd- —>‘save()| [{"title": "Hi"} j
' —> Field error:
N M =
j A 22 :Z.éij::’;:npi:ﬁsﬁ—r L form vilidation [{"title": ["Use at least 3 chamcters."]ﬂ
L J :
[ KEEP CONTROL =
‘ o List allowed fields explicitly.
' | e Do not accept owner from the client.
! e Use partial updates deliberately for PATCH.
.| @ Authentication and permissions belong on the API views too.
J

,| ZainSpire ¢ Django Notes 14 / 20



i e—

. L serializer.save (owner=self.request.user)
A
[ ROUTE — notes/urls.py 7
from . import api
Add to urlpatterns:
path("api/notes/", api.NoteListCreate.as_view(), name="api-notes"),

B Jle

API: LIST & CREATE YOUR NOTES

notes/api.py

from rest_framework import generics, permissions

from rest_framework.authentication import SessionAuthentication
from .models import Note

from .serializers import NoteSerializer

class NotelistCreate(generics.ListCreateAPIView):
serializer_class = NoteSerializer
authentication_classes = [SessionAuthentication]
permission_classes = [permissions.IsAuthenticated]

def get_queryset(self):
return Note.objects.filter(
owner=self.request.user
) .order_by (“-created_at", "-id")

def perform_create(self, serializer):

[ WHAT THE GENERIC VIEW HANDLES W [ OWNERSHIP IS ENFORCED TWICE

e [GET) — list the current user's o get_queryset() limits what can be read.
notes. o perform_create() sets the owner on the
server.

e (POST)—> validate data, save, get_queryset()

return 201.
Authenticated { —> read only own notes

° @nvalid do.@ —> 400 with Aech Lper&'m Tentel)

field errors (regyestuser)
i —> save with owner=user

& -

SESSION AUTH IN THIS EXAMPLE

e Sign in through the Django login page. GET / POST
. . - (with session + CSRF)
o Same-site browser requests use the session cookie. Sy
7 | Django API
o Unsafe methods need a valid CSRF token. D /api/notes/
e IsAuthenticated does not automatically filter other  growser JSON
users' records. (signed in)  (200/201/400)
[ Add pagination on page 17 before large datasets.

ZainSpire ¢ Django Notes 15 /.20




B

16 / 20 — API:

RETRIEVE, UPDATE & DELETE

r_noi:e,s/.aq:n' py — append this class
Reuse the imports from page 15.

class NoteDetall(genemcs Re.tmeveuPdateDéstroyAPIVmw) 5
serializer_class = NoteSerializer
authentication_classes = [SessionAuthentication]
permission_classes = [permissions.IsAuthenticated]
def get_queryset(self):
return Note.objects.filter(
owner=self.request.user
)
it == &)
ROUTE — notes/urls. -PY & e 1O i
pa.th( ]
“ap-l./notas/mnt pk>/",
api.NoteDetail.as wew(),
name="api-note-detail", |
. ?_:_____ ______ o e —
e =
ONE ENDPOINT, FOUR ACTIONS [ PATCH EXAMPLE ]
Me,thod & URL Actuon Result
— | PSSR | N S {
L GET /ap|/notes/7/ ' retrieve —> 200 ntitle"s Practise Diango”
]_DE}T /QP'/f'?ES/__"/ c_omplefe upda.fe — 200 }
PATCH /apu/nofes/‘?/ | 5ele.c’ced fields | = 200
| DELETE /aplfno’ces/'?/ remove = 204, —> The omitted body stays

[ /api/notes/<int:pk>/

T

—> retrieve (read one note) 200
—> complete update (replace) —>
—> partial update (selected fields) —
—> remove (delete the note) 204

" PRIVATE BY DESIGN

o Lookup happens inside the user’s
filtered QuerySet.

—> 404.

| e Client cannot transfer ownership by

adding an owner field.

e Unknown ID or another user’s note

[ AUTH CHOICES

e This project uses sessions for a same-site
browser.

o Mobile or separate clients may need a

token-based scheme.

Tokens do not replace permission checks.

DRF core TokenAuthentication is not JWT.

Use HTTPS and a deliberate credential-storage

L strategy.

)

ZainSpire « Django Notes
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P

17 /20 — PAGINATION &

QUERY PERFORMANCE

S “ —
[ DON'T RETURN EVERY ROW [ CONFIGURATION
| Pagination limits response size and config /settings. py:
da’cabase work. 'rREST_FRAMEWORK = { )
"DEFAULT_PAGINATION_CLASS":
page 2 "rest_framework. pagination. PageNumberPagination”,
note 11 "PAGE_SIZE": 10,
— —>| note 12 |} |
note 20 —> Keep stable ordering, such as "-created_at”, "-id".
=2 S ==

| FREQUE-ST rI':".@il@rINA’I’ED RESPONSE SHAPE
GET /api/notes/? e.=2j £ :
[ (ot / e Neount's23, Illustrative shape;
| "next": "...?page=3", URLs and records
; "previous": "...?page=1", depend on the
[ i i “resules”s [ 0] requesf.
=)
L J s & .
— = =

FILTER FIRST

—> Start with owner=request.user,
? then apply allowed filters.

| MEASURE BEFORE TUNING

| Inspect query counts and

slow queries.

—> Use validated query parameters,
not arbitrary field names.

A\ W,

~

DD%

Index fields used by important
filters when justified.

Avoid extra queries inside
loops.

Cache only with correct user
separation and invalidation.
Keep Pagfnaﬁon and
ownership checks together.

=7

ZainSpire * Django Notes

" AVOID N+1 QUERIES

If you display note.owner.username
for many notes:

ﬁote .objects.select_related ("owner")

— Use select_related for foreign-key /
one-to-one links.

—» Use prefetch_related for many-to-many /
reverse collections.

select_related (e.FFicierd’D~

1 query (JOIN):
gei' notes + owner

= (T*Hl (inefficieni')j 3

1 query: get notes

+ N queries: ge’c owner |
~ N+1 queries X

\/ | q,uery

17 / 20



18 /20 — SECURITY THAT EVERY BACKEND NEEDS

( CSRF: PROTECT COOKIE-BASED ACTIONS  Template (orm): e
[ <form method=" post > !
» Keep Django’s CSRF middleware enabled. | {% csrf_token %} N |
o Use {% csrf_token %} in POST forms. ‘ :;:2:2nt{;::Jg:tmizfr:g;v;%itlm} ‘
o For JavaScript requests, send the valid Laiame e 3 e e b
CSRF token. JavaScript req_uesfs

Session cookie +

D t disable CSRF + k ;
d?s:;pea,:aba e l Browser ! valid CSRF f‘aken_}! Django APII

L Send CSRF token in X-CSRFToken header.

N e —— . = = o,
[ XSS: UNTRUSTED CONTENT ) ( sQL INTECTION R
o Templates escape variables by default. * Use ORM gqueries or parameterized
e Do not app’y safe to user-written HTML. raw SQL.
e Rich text needs deliberate sanitization. e Never concatenate user input into SQL.

—— ™\
Lt e S — ( v/ User.objects. -F:ther(username username) |

{{ comment }} —> safe (escaped)
X User.objects.raw(
{{ comment|safe }} —> risky (avoid for ‘ "SELECT * FROM auth_user WHERE username='
L user input) : + username + "'"
e e — == : L- s e
A = LL s
= =
SECRETS & PASSWORDS i CORS |S NOT AUTHENTICATION i
e Keep SECRET__K.EY, dla.fabase. passwords o CORS governs browser cross-origin access.
and tokens outside Git. o It does not stop direct API clients.
» Use Django’s password tools. o Allow only intended origins; still enforce
o Never log passwords, session cookies or permissions and CSRF.
access tokens. CORS

from django.contrib.auth.hashers import ( Browser ro(:.::ir;tscess) Django API
make_password, check_password (APP A) (APP B)
)

i hashed = make_password(password) —
| | ok = check_password(password, hashed) [CORS # Authentication ]
L9 o _
( UPLOADS & ABUSE | ( SECURITY CHECK FLOW ¥
o Limit upload size and validate content. o Authenticate -> authorize -> validate ->
o Treat uploads as untrusted; never execute them. act —> return safe response.
o Add rate limits for login and costly endpoints. o Test unauthorized and cross-user requests,
e Rate ffmifr'ng is not a substitute for authorization, not 0""! the happy path.

[ Vv size limit [ Authenticate ]—)[ Aut‘hor‘iu]-—)
Upl'oad v content type
@ (user 'P""-)} Vv store safely
t f
e [ at | "o e )

e i\ i
Z
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19 /20 — TEST BEHAVIOR, NOT JUST SUCCESS

~\

[ MEANINGFUL TEST CASES

. e e Anonymous visitor cannot access private notes.
| python manage.py chec e Zain can create and edit his own note.

| RUN THE CHECKS

|| —> Runs Django’s system checks e Zain cannot retrieve, edit or delete Ali's notfe.

(config, settings, etc.). e Blank and two-character titles fail validation.

. e Server assigns the owner, ignoring forged owner input.
python manage.py test e GET never deletes a note.

, % Diciovers oid vunk all deste e POST without CSRF is rejected when CSRF checks are

' enforced.

(e.g., in notes/tests.py).

¢ Pagination does not reveal other users' notes.

|\ A

[ SMALL TEST — notes/tests.py

from django.test import TestCase
from .forms import NoteForm

class NoteFormTests(TestCase):

. def test_short_title_is_rejected(self):

[ form = NoteForm(data={"title": "Hi"})
self.assertFalse(form.is_valid())
self.assertIn("title", form.errors)

L

| TOOLS TO KNOW [ ==
'| o Django TestCase isolates test Django TestCase

: database changes. (isolated test DB)

|

e client.force_login(user) helps
! test protected pages.
o DRF APIClient helps test API

! P!

| requests and responses. . Rt;n : Tear down
: . the tes (automatic
Fcw [ CSRF

| Defavlt test clients relax (i i) e el

checks; vse enforce_csrf_checks=True

SN

([ DEBUG WITH PURPOSE

(L) Read the traceback, identify the failing line. Result: the bug is fixed and
(@) Reproduce the issve.

less likely to return.
(3) Add a regression test.

— Never expose DEBUG tracebacks
(®) Then fix it. & on a public site.

1%
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. 20/ 20 — DEPLOYMENT & FINAL REVISION

1
|

- S
BEFORE GOING LIVE ) [ RELEASE CHECKS =
| e DEBUG = False. $ python manage.py test ] jl
® jzlﬁkf;OWED_HOSTS to your real $ python manage.py check --deploy
o Lood SECRET_KEY and credentials from v fefl maRage. py migraie |
the environment, $ python manage.py collectstatic J
o Use HTTPS and secure session/CSRF —> Run deploy checks with production
COOki@S. Seﬁ;ngs_
o Use a production WSGI or ASG| server, | | — Configure STATIC_ROOT before
not runserver. 3 collectstatic. 5
o Apply migrations; collect static assets. WP
o Configure static files and user uploads STATIC VS MEDIA &
e Static = CSS, JavaScript and
=] a
o Back up the database and test restoration. i imaag;:s G
| p it :
o Ac'{d useful logs and error monitoring e Media = uploaded user files; treat as
without secrets. usdrustes.,
k. 5, L =
PROJECT COMPLETE WHEN
v/ Zain can log in - create note —> see only his notes > edit - delete - log out,
v~ API enforces the same rules and rejects invalid input.
%
" QUICK MAP =
(0rL > (v )| Pepisein | 5| form )5 or ) database |- response
e Model: data.
e Migration: schema change.
o Form: HTML input.
e Serializer: API data.
o Authentication: identity.
e Authorization: allowed action. =
REFERENCES

e docs.djangoproject.com/en/5.2/

[Zal'nSpire o Build small. Understand each s+ep.j

e django-rest-framework.org
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